CEJPHS Online Safety Advice

Online Safety Support

Keeping your children safe online can be a mine field. We
would like to provide you with some advice and support to
help families monitor and support their children.
Signposting to some useful websites and further training
may also assist. We have also included some feedback from
a recent survey students completed in school about their
online safety—well worth a look at the results.

What do we do in school?

e We educate—through PHSE and Computing lessons as
well as through pastoral provision in assemblies and
tutor time. This is regularly reviewed and adapted to
match the fast changing world of technology and to
reflect our student needs. We consider what content
that is illegal or harmful they may be exposed to,
contact—harmful online interaction, importance of
appropriate conduct to reduce the likelihood of harm
and the risks of  commerce such as scams, phishing
and online gambling.

e We monitor— we have thorough filtering and monitoring
processes. Filtering enables us to control and block
inappropriate content being accessed and works in line
with Government requirements in school. We use So-
phos Security Gateway for this. Monitoring is complet-
ed on a daily basis with staff tasked with monitoring IT
use in the classroom and SENSO software being alerted
for safety and inappropriate use of IT and followed up.

e We support - when there are online incidents (including
outside school) we offer support and guidance, referring
on to support as needed. We also share general advice
with parents and carers such as through newsletters and
social media.

Take a look: PHS Online Safety Website Page

Supporting Parents
Course options

We are delighted to be able to offer a free online safety
session for parents from the NSPCC. This will be on
Monday 26th February from 7pm-8pm. If you would
like to sign up for this please complete this short form
and a link will be sent to you a week prior to the session.

IN the meantime you may be interested in:

Kidscape—digital online training for parents.

YGAM—provides free workshops online for parents on
gaming and gambling online

Free advice sheets, family agreements and guides from
the Safer Internet Organisation.

Reporting Issues

School staff are always happy to help and are experienced
in a range of issues. You can contact the House Team for
your child, or Fiona Lovecy, Designated Safeguarding Lead.
Alternatively use some of the links below to report
problems yourself. It is helpful to let school staff know to
help support your child in school.

. If your child is at risk phone 999 if it is an emergency
and they are at immediate risk of half or otherwise
101.

. CEQP - (Child Exploitation and Online Protection)
deal with online sexual abuse (police agency)

. Internet Watch Foundation—use to report illegal

internet content
. UK Safer Internet Centre—provide advice

Is the Wizz App Safe?

Is an app aimed at 13+ users which is in-
tended to be a place to make online

friends from anywhere and everywhere. It
is similar to a dating app. You are presented with other
people’s profiles and can choose to either swipe them away
or start a conversation.

It tries to create a positive environment and claims anyone
violating the guidelines will be banned, but harmful content
can be found. This can include abusive terms, sexual content,
violence, drug/substance content and more. Many images are
overtly sexual and inappropriate. When downloaded it asks
for your age. It verifies age with a face scan, but the Al
technology is not foolproof. There is a real risk of
predation—chatting to strangers is very easy so children can
be victims of catfishing and grooming or even online sexual
abuse. There are no parental controls on it. It is not a
recommended app for children.



https://www.pershorehigh.org.uk/online-safety/
https://forms.office.com/e/40a7g5Ed2w
https://www.kidscape.org.uk/programmes/digital-safety-training-for-parents-and-carers/
https://parents.ygam.org/workshops/
https://parents.ygam.org/workshops/
https://saferinternet.org.uk/blog/free-internet-safety-resources-for-parents
https://www.ceop.police.uk/Safety-Centre/
https://www.iwf.org.uk/
https://saferinternet.org.uk/
https://saferinternet.org.uk/guide-and-resource/parents-and-carers

Online Safety Survey

Below are some of the responses from the student online safety survey completed during December.

It was a wide ranging survey to discover students’ awareness and actions around online safety.
Responses were gained from 666 students answered from all year groups. The information has
enabled us to plan some changes to the curriculum and pastoral coverage in school, but it is also
important to share results with parents to prompt discussion and possible action in the home.

5. Indicate which social media platforms you mainly use: (0 point)

It is useful to know what the main platforms are used by
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. 99% of the students confirmed it’s important to stay safe online

. 90% confirmed their parents or carers had talked to them about staying safe online.

. 55% of students said their parents ask what they do online

. Most were worried about other people/strangers online, either taking personal information, taking control or being
mean

. 14% said they had seen things online which really upset them —this was mostly animals injured or dying or people

being dead or hurt

. 15% also felt under pressure to appear perfect on social media
. 29% admitted changing their date of birth to appear older and create social media accounts
. 47% have give apps permission to access their location, photos or contacts

Social Media
Need help and Social Media
advice with any of
these concerns?
Use these links or . .
Social Media
contact school.



https://www.internetmatters.org/issues/screen-time/?gclid=Cj0KCQiAhc-sBhCEARIsAOVwHuS-RSGVohr9m1zZI51jOvHaAc0-5jaZTZkHn7_SGkgm50HKogY6dWwaAp2KEALw_wcB
https://www.internetmatters.org/digital-family-toolkit/
https://www.internetmatters.org/digital-family-toolkit/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://www.themix.org.uk/search/online
https://www.internetmatters.org/parental-controls/social-media/?gclid=Cj0KCQiAtOmsBhCnARIsAGPa5ybk8H23LqumKXS-bLz3AbDtmMVgMRPaDhkbv1WylJp56zaj6k9ehJQaAuFOEALw_wcB
https://www.internetmatters.org/parental-controls/social-media/?gclid=Cj0KCQiAtOmsBhCnARIsAGPa5ybk8H23LqumKXS-bLz3AbDtmMVgMRPaDhkbv1WylJp56zaj6k9ehJQaAuFOEALw_wcB
https://www.themix.org.uk/mental-health/body-image-and-self-esteem/social-media-makes-me-feel-bad-about-my-body-32056.html
https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/?gclid=Cj0KCQiAtOmsBhCnARIsAGPa5yZp_lBtFmsbZZgbkIR9yeeMoMwRbb_faorcLjrLcEKqKKIODfoxpo4aAs8QEALw_wcB
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/

